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Ultra* secure 
The Bunker  

Online offsite data backup. 
 
Your critical data automatically 
backed up, secured and ready 
to restore. 
 
* Ultra secure is the security gold-standard that only The Bunker 
can deliver. You’ll be secure from unauthorised intrusions and 
urban disasters, and confident of meeting progressive 
regulatory requirements. 
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Digital data and information is the life blood of most companies. Just 
about every company uses Emails, Accounts, Production Databases, 
ERP & CRM systems, as well as customer correspondence and contact 
databases. 
 
However what is often overlooked is that proper backup procedures for 
these systems can make the difference between bankruptcy and survival 
when an IT disaster strikes. Most companies rely on tape backups and of 
those, most are unaware that tape backups are prone to failure and are 
starting to be seen as outdated technology. 
 
This is why more and more companies are turning to remote, managed, 
offsite backups to protect their data, giving peace of mind that when, and 
if, the worst happens they will not only survive, but their business will be 
back up and running again within a matter of hours. 
 
The Bunker Online offsite data backup is simple, low maintenance, worry 
free and cost effective. It provides unrivalled secure data backup and 
online recovery. Most importantly, it does not suffer the severe limitations 
of traditional tape backup, which in today’s world is simply not effective or 
safe enough. 
 

1   Why online offsite backup? 
 

‘34% of companies fail to test their tape backups, of 
those that do, 77% have found tape backup failures’ 
Research by the Boston Computing 
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The Bunker offers an extremely robust and reliable service based on enterprise 
level software that is capable of backing up distributed and complex data across 
a local network or WAN. The software has been developed and deployed for 
over 18 years and is used by some of the largest companies in the U.K. and 
across the globe. 
 
The Bunker offers a complete managed solution. Your data is backed up 
automatically to one of the most secure Data Centres in the world where it is 
stored on mirrored redundant storage arrays. None of your data leaves your 
network in an un-encrypted state and is only ever readable by you. 
 
At the heart of The Bunker operations has always been the need for resilience 
and reliability. The Bunker storage systems have been designed and modified, 
with years of independent R&D to become extremely reliable with no data 
loss and 99.99% system uptime. 
 
All of The Bunker clients enjoy an excellent level of service and care 
that is unsurpassed in the industry. All of our backup systems are monitored 
and engineers are available to all our client’s 24/7/365. We can support all of 
our clients either remotely, over the phone or on-site and we adhere to a strict 
Service Level Agreement (SLA). 
 

2  Summary service description 
 

Service features  
• Backup from 1GB to many TBs 
• Backup of desk top PC’s, laptops and file and print servers 
• Backup of application servers 
• Windows, NetWare, MS & SQL, Oracle, Unix (Linux/Free BSD/Apache)Lotus 
• Bare-metal backup and restore of key servers 
• Data compression 
• Data archiving 
• Common file elimination 
• Fully automated process 
• Use existing IP-WAN to take data offsite 
• No additional connectivity required 
• The Bunker storage systems are RAID 5, fully managed, mirrored and redundant 
• Data stored in state of the art ex-MOD Data Centres 
• 24/7/365 free technical support under SLA – remote, phone or onsite 
• 24/7/365 monitoring of backup systems 
• Daily reporting of any outstanding backup issues 
• Guaranteed response times to support calls 
• No upfront costs 
• Free assisted recovery online or onsite in the event of a data loss 
• Free system set-up 
 

‘14% of companies that had any type of IT security 
incident identified systems failure, data corruption, 
or physical theft as their worst incident’ 
DTI ISBS survey 2004 
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The Bunker software is installed either on an existing server or workstation 
connected to the network, or on its own dedicated server if the data backup 
requirements so dictate. 
 
Once installed and configured, The Bunker software will, at a predetermined 
time, identify changes across your selected data sets, encrypt the data and 
send it, using a technique called delta blocking, to our Ultra Secure Data 
Centre. 
 
Delta blocking allows only the changes to the data to be sent, enabling 
very large amounts of data to be protected and backed up in a short backup 
window (usually much less than a tape backup). Any changes are sent using 
existing Internet connections, which can be configured to use only the 
available bandwidth and not conflict with any other Internet or WAN reliant 
applications. 
 
The Bunker backup systems are kept in one of the most secure Data Centres 
anywhere in the world. Initially built for purpose by the MOD as command 
and control Data Centres, today they meet stringent Tier 4 standards. Inside, 
the building environments offer almost complete flexibility including ample 
power supply and warm air removal to cope with today’s ever more powerful 
technologies. 
 

3  How it works 
 

‘Roughly one third of all UK businesses and two-thirds 
 of large businesses had a security incident that involved 
 loss of data’ 
 DTI ISBS survey 2004 
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4  The Bunker Online offsite backup does not suffer 
     from the limitations of traditional tape backup 
 

Need 
 
Manual tape backup is unsafe, 
unreliable and wastes valuable 
skilled IT resources. 
 
Restoring data from tape is 
unreliable and very slow. 
 
The process of backing up is taking 
longer and extends into working 
hours. 
 
The current backup solution is 
getting to the edge of its practical 
limit and is not scalable. 
 
 
Security and data integrity concerns 
are increasingly on my mind as my 
responsibilities as a director increase 
and legislation grows. 
 
Disaster Recovery needs are 
currently not adequately covered 
leaving the directors vulnerable. 
 
Backup and restore are difficult to 
support across different locations 
and operations. 
 
 
With tape back up solutions costs 
can be unpredictable and can grow 
faster than volumes grow. 
 

Feature  
 
Automatic and regular backups 
of data at predetermined 
intervals. 
 
Small or large files are restored 
from disk safely and quickly. 
 
The Bunker online backup only 
backs up changes. 
 
 
The Bunker online offsite back 
up solution has a proven track 
record with storage volumes in 
excess of 25 TB. 
 
Our business is built around 
security and data integrity. Our 
technical leaders are world 
renowned in the field of security. 
 
SLA-backed on-site DR restore 
service delivered by 
experienced staff 24x7/365. 
 
Backup and restore operations 
are automated and centralised 
for all sites and locations. 
 
 
Charging model linked to usage 
not capacity. 
 

Benefit 
 
Peace of mind, cost savings and 
one less thing for skilled 
professionals to worry about. 
 
More certainty and less time to get 
your business working again. 
 
Backing up changes only reduces 
processing time and cost and is 
completed out of hours. 
 
Safe and scalable back up solution 
which grows with your business. 
 
 
 
The Bunker online offsite data 
backup reduces risk and improves 
compliance to give you peace of 
mind and confidence. 
 
Gets your business working again 
quickly and ticks the DR box 
simply and cost effectively. 
 
All site and mobile users are 
automatically backed up reducing 
cost, securing data and eliminating 
worry. 
 
Storage-on-demand charging 
model delivers further cost 
savings. 
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5  About The Bunker 
 

The Bunker was established in 1994. We provide ultra secure, high 
availability Data Centre and managed services on open source software. 
Physical and digital security is a key differentiator of our proposition. We 
own N+1, regulation compliant Data Centre facilities, which were built for 
purpose by the MOD and are considered to be the most secure in the world. 
Our technical teams are led by world renowned experts in Open Source and 
Security. We run a 24/7/365 NOC and manage our own networks. 
 

Managed Services  
• Online business critical web facing infrastructure. 
• Online offsite data backup 
• Online managed storage solutions 
• Disaster recovery solutions 
 
Our services portfolio includes  
• Data Centre services 
• Co-Location 
• Managed Co-Location 
 
Core components  
• Managed security 
• Managed hosting 
• Managed networks 
• Infrastructure design and build 
• Open source management and support 
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6  Risk free no-obligation trial 
 

If you are still in doubt as to what solution is right for your business, we are so 
sure that our solution will be a perfect fit for your company that we are offering a 
six week no risk obligation free trial. 
 
We will send engineers to your site, configure and setup the solution and run 
backups in a full live environment with all of your data giving you time to see the 
service in operation, get to know and trust The Bunker technicians and carry out 
test restores. 
 
If after that time you do not wish to continue using the service, you can 
terminate with no charges whatsoever. 
 
If you would like to know more about The Bunker or any elements of the 
service, please do not hesitate to call 0870 242 7748 where an engineer or a 
member of our sales team will answer any questions. 
 
The Bunker  
Ash Radar Station 
Marshborough Road 
Sandwich 
Kent 
CT13 0PL 
 
backup@thebunker.net 
www.thebunker.net 
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