
The Bunker Vault

An exclusive purpose built fortress

*Ultra secure is the security gold-standard that only The Bunker can deliver.  You’ll be secure from unauthorised intrusions and 
urban disasters, and confident of meeting progressive regulatory requirements

Ultra* secure



1 Offer Summary
The board of The Bunker have elected to offer a private section (The Bunker 
Vault) of the Kent Bunker to a single corporate user on a long term lease basis. 
The space, totalling 8500 sq. ft. of contiguous space has its own entrance but still 
benefits from the perimeter and 24/7 security controls of the entire site. The 
Bunker Vault may be used as a primary or secondary data storage facility. 

The Bunker will jointly or severally complete the required fit out to suit specific 
needs. Alternatively The Bunker will lease the Vault on a shell and core basis. 
The acquiring company may wish to contract additional on-site technical and 
security services from The Bunker as required.

The Kent Bunker was built by the MOD as a command and control centre 
protecting people and technology from Nuclear attack. The construction and 
security standards are what you might expect of such a purpose built fortress. It 
sits 30metres beneath a perimeter fenced site totalling 18 acres. It has concrete 
walls three metres thick, steel doors weighing several tons and EMP and tempest 
shielding. 

Layered on top of this physical inaccessibility is a 24-hour watch with guard dogs, 
CCTV and a series of sophisticated access controls. Standards of security inside 
the Bunker are such that no malicious damage can be caused.

The Bunker Vault can be 100% independent to the existing Bunker 
and built out to client specification
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2 The Bunker Vault
The Bunker Vault was added between 1991 and 1993 and constructed to the 
same high specification as the original Bunker including: 

•	 3m thick walls
•	 Blast proof solid steel doors
•	 Burst slab roof 
•	 3.5m high perimeter fence
•	 Military spec Electro Magnetic Protection (EMP)
•	 Tempest RFI intrusion protection

The Bunker Vault currently benefits from entry via the main bunker secure entry 
system and it has three additional emergency exit routes, any one of which can 
be opened to form its own separate entry. There is a shaft to The Bunker Vault 
rear entry point designed to cope with installation and removal of large items of 
plant equipment. The Bunker Vault has ample room for dedicated office space 
separate from the data floor
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3 Vault Specifications
Power
The Bunker Vault benefits from diverse power connectivity. The Bunker has two 
incoming mains supplies. The primary supply is a dedicated supply directly from 
the national grid and the secondary supply is a shared supply.

Cooling
There is ample space for the installation of separate chilled air systems below 
ground level.

Network connectivity 
The Bunker Vault benefits from both network neutrality from multiple onsite 
ISPs, telcos and its own resilient, redundant, multi-homed Gigabit network 
running between our sites, the Internet and Europe. 

Electro Magnetic Pulse Protection
Zone 1 – Areas within the building structure but outside the EMP shield
Provision of high-energy surge arrestors (voltage dependant resistors) has been 
made, for all conductors entering or leaving the building. 
Zone 2 – Areas within the EMP shield
Shielding by means of a continuously welded 3mm thick, steel shield of all 
technical equipment areas.

Tempest protection
Tempest is a protection measure that prevents electronic eavesdropping by 
containing all emanations to the locality of the equipment generating them. 

Network Operations Centre 
The Bunker Network Operations Centre (NOC) is staffed 24 hours a day, 7 
days a week, 365 days a year. Monitoring and administering the core ISP systems 
as well as the management and escalation of client support calls is a available if 
required

Physical security
A 3.5 metre high security fence surrounds the 18-acre site. Entry to the site is via 
the Guardroom (fitted with bullet-proof glass), which has a vehicular gate with 
control barrier and electrically operated pedestrian gate. A team of ex-military 
security staff maintains security at the site 365-days of the year. This includes a 
physical presence in the Guardroom, regular patrols of the site together with 
MOD trained guard dogs. Patrols of secure areas take place on a regular basis, 
together with constant monitoring of the CCTV system.
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4 About The Bunker
The Bunker delivers Ultra Secure Managed Services, Hosting and Data Centre 
solutions from within 2 of Europe’s most secure Data Centres.  These data 
centres are outside the high risk M25 ring, yet within easy reach of London and 
with direct access to Europe without crossing the Capital. Both data centres are 
fully redundant and resilient and have excellent power availability.

The Bunker is ISO 27001 and PCI DSS accredited and is a Microsoft Gold 
Partner. The project teams are Prince II qualified and The Bunker follows ITIL 
best practice.

The Bunker uses Open Source software where appropriate believing it can offer 
great benefits in security, stability and cost effectiveness. The Bunker offers a wide 
range of Microsoft services to a wide range of small and Enterprise customers. 
Through the in house networks team and via close working relationships with 
a number of selected providers, The Bunker manage their own Gigabit multi-
homed, no single point of failure transit network between the sites and the 
Internet and offer clients ultra security by providing access directly to the world 
without traversing London.  The Bunker runs 24/7/365.

Managed Services, including IT Infrastructure Outsourcing and essentially 
comprising the hosting of business critical Web and Enterprise applications.  
With this service clients’ need a computer system provisioned and managed 
for them from within a secure, resilient Data Centre.  The Bunker will own the 
computer system and contract its use to a client.

Managed Colocation of clients own systems within the secure, resilient Data Centres.  The Bunker partly manages these 
systems providing security, monitoring and network services. In this service the system is jointly owned. 

Retail Colocation of clients own equipment within The Bunkers’ secure, resilient Data Centres.  Clients contract for an area of 
space typically a rack or multiple racks, a dedicated suite or a locked cage within a suite.

The Data Centres
The Ash site, an ex MOD command and control centre used as part of the nuclear deterrent during the cold war, is The 
Bunker’s HQ in Kent and is owned by The Bunker. This facility has approximately 30,000 square feet net usable space and is 
approximately 25% of capacity. The facility, which is 100 ft underground, sits within 18 acres of perimeter fenced land which has 
planning permission for a second facility. The majority of the staff operates from this site. The majority of the Managed Services 
contracts are delivered from this site. The second site is in Newbury, Berkshire. This site was the US forces command bunker on 
the Greenham Common airbase. The facility is approximately 9,000 square feet net usable space at 30% capacity. The majority 
of the contracts in this Data Centre are Colocation.

The Bunker has planning permission to develop a second facility on the Ash site.  The new facility, named The Bunker², 
London’s N+1, provides a highly secure, low risk Internet hub outside London servicing clients who wish to establish systems 
in the UK, but who also require access to the World Wide Web without entering the high risk London zones.  The Bunker² 
offers 12,000m² of Tier 3 data floor, in 6 modules of 22,000 square feet (2,000 square metres), along with 22,000 square feet 
(2,000 square metres) of office and support accommodation.
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The Bunker Secure Hosting Ltd
Ash Radar Station
Marshborough Road
Sandwich
Kent
CT13 0PL

Phone + 44 (0) 1304 814800
Fax + 44 (0) 1304 814899

Email simon.neal@thebunker.net
www.thebunker.net

Ultra* secure

For more information on The Bunker’s history please refer to: 
Ash Bunker; Secure through the years. A Brief History
For more information on The Bunker² please refer to:  
The Bunker² London’s N+1 brochure 


