Ultra™ secure

The Bunker®

Log Harvesting & Reporting

To remain secure and to achieve compliance with security standards such as PCI
DSS, organisations must gather, monitor and store log file data to detect and act
upon potential security breaches.

System log files can contain hundreds of thousands of entries and grow rapidly. Changes to
system configuration, repeated login attempts and other suspicious activities are all recorded in
system log files, but these key events are easily lost in the sea of data captured every day.

The Bunker’s log harvesting service provides real time monitoring of log files, filtering out only the
critical security events that you want and need to be alerted to.

Monitoring system log files is essential for PCI DSS certification, and is best practice for all other
organisations that want to ensure their systems are as secure as possible.

Our service has two levels, standard and enhanced.

Standard
The Bunker monitors your systems 24x7 from our Network Operations Centre
(NOC) using Tripwire™ and Splunk™ to alert you to any significant activities

Enhanced

Your systems are monitored 24x7 at our partner's Security Operations Centre
(SOC) using multiple techniques to identify suspicious activities
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Our partner Convergent Network Solutions provide a fully managed monitoring service from their
24x7 SOC, where they will immediately follow-up any alerts raised by the COMPLIANCENgine
monitoring solution, following the course of action agree with each client.

The Bunker Protocol™ BSla
All Bunker-base systems and applications are protected by The Bunker Protocol, ‘6’

our proprietary, Ultra* Secure process framework that includes:

Military-Grade Data Centres - in our underground bunker outside the M25 in Kent and our mirror facility in e —
Berkshire. Both are protected by integrated processes for physical, digital and human security. Certfcate Nox 15 531619
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Hardened Source™ - our unique combination of open source and proprietary technologies built and integrated
in-house from the source code up

Flexible Support - our services desk utilises ITIL v3 best practices for all service requests, and you decide what
amount of incident management is appropriate to your in-house skill set and business processes.

thebunker.net
Phone: 01304 814800 | Fax: 01304 814899 | info@thebunker.net
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To find out
more about
The Bunker’s
Log Harvesting
& Reporting
services call
01304 814800
or visit
thebunker.net



